





Even for people working
inthe IT industry, it can
sometimes be difficult
to fully appreciate the
vital importance of
cybersecurity within its

broader market context.

Security Industry Association

‘Al and cybersecurity continue to jostle for the top
trends impacting the security industry, but the data
was clear: cybersecurity is top of mind for security

industry leaders.” And, ‘Al and cybersecurity
were orders of magnitude higher rated than the
subsequent trends.’



https://www.securityindustry.org/

Digital transformation, hybrid work and death of the perimeter
Scarcity of information security professionals

Sophistication of cyber miscreants growing rapidly
Proliferation of security tool sets and platformization
Continued growth of compliance regulations

New buyers and old buyers with new priorities

Trust

Driving focus on the essential role of people for security
program success and sustainability.

Implementing technical security capabilities that provide
far greater visibility and responsiveness across the
organization’s entire digital ecosystem.

Restructuring the way the security function operates to
enable agility without compromising security.’




Adopt an attacker’s mindset to prioritize cyber-risk mitigation
efforts by taking an end-to-end view of the attack surface
and consolidate vendor portfolios, where appropriate.

Optimize the alignment of cybersecurity capabilities to
new, distributed ways of working by adopting new security
operating models and architectural approaches that foster
agility and embed security by design.

Prioritize and optimize investments in employee behavior
improvement to enhance and sustain the efficacy
of enterprise security.’







51% of organizations
struggle to detect and
investigate advanced
threats with current tools.

ESG Research Report, SOC
Modernization and the Role of
XDR, June 2022



The ideal solution is

one that supplements
endpoint protection with
EDR-class security which
significantly lightens the
EDR workload - as the
more threats that are
prevented, the less noise is
created for security teams
to investigate.

All organizations need a solid foundation of modern endpoint
security.

The additional level(s) of security required on top of this will
largely depend on a combination of the types of cyberattack to
which the organization is potentially exposed, and the IT security
skills of the IT team tasked with implementing and using the tools
required to prevent these.




Step 1

Review your existing
endpoint protection




Step 2:

Identify any critical
gaps in your endpoint
defenses

As we've discussed in this e-book,
the evolving threat landscape

means that over time, increasingly
sophisticated threats that previously
affected only large organizations are
cascading down to impact SMBs

and smaller enterprises that do not
possess the in-house resources
needed to deal with them effectively.

In particular, the advent of evasive
threats - which use legitimate tools
in attacks, include readymade
scenarios to bypass EPP, are low
cost and readily available on the dark
web — has significantly increased
cybersecurity risks for organizations

using traditional EPP solutions.

These issues are further
compounded by the lack of
transparency provided by traditional
EPP. Effectively these solutions
offer only a red light / green light
representation that an attack either
is or is not taking place. Whereas,
what an IT team with even basic
security skills requires is visibility
into what's happening on individual
endpoints, so that this can be
analyzed in more detail to increase
understanding of the threat.

Modern EPP solutions incorporating
simple EDR capabilities therefore
provide an important steppingstone
between traditional EPP and more
advanced, fully featured EDR
solutions.




Step 3:

Be clear about what
you want to achieve

Misconception: Cybercriminals aren'tinterested in businesses like ours — we're under the radar for the kinds of attacks that EDR defends
against.

Reality: While it's easy to think that cybercriminals tend not to target smaller businesses, the reality is that SMBs face many of the same
threats as larger enterprises. Although the vast majority of cyberattacks are commodity threats, a large part of the remainder are new,
unknown and evasive attacks that bypass traditional EPP. These threats are hard to detect due to the range of evasion techniques being
adopted - particularly the use of legitimate and system-native tools. By staying undetected for longer, they also have the time needed to
explore and entrench themselves in a business’s infrastructure and do a greater amount of damage — be it a data breach, ransomware
or spyware attack, or directly overriding operations.

Misconception: Our EPP isn't effective enough so we need EDR to strengthen it.

Reality: Trying to strengthen your endpoint security by investing in an EDR solution without addressing issues with your EPP is like building
a tower block on quicksand. A weak EPP can actually undermine EDR so that it fails to deliver the required results. Plus, if the EDR solution is
over-specified for your actual needs, it may also be overly costly and difficult for your team to understand and use.

Misconception: SMBs and low-end enterprises don't have enough security specialists with the skills to understand and operate the tools
needed to detect, investigate and respond to evasive threats.

Reality: When EDR was first introduced, the systems were complicated and difficult to use. But with modern solutions, each time you
receive an alert, EDR will help you understand where the threat came from, how it developed, what its root cause is, whether it's touched
any other hosts, and therefore what its scale is. It should also guide you through a simple incident handling process including steps such as
identification, containment, eradication, recovery, and analyzing lessons learnt to help prepare for future attacks.

Misconception: If you want EDR-class security, you either have to investin EDR for use by your in-house team, or offload managed
detection and response (MDR) to a specialist provider.

Reality: EDR-class security isn't an either/or decision. EDR and MDR each bring their own benefits, and the best option is often to combine
the two. So, for example, an SMB or low-end enterprise could use MDR to instantly raise their IT security capability and protect against
evasive threats, without the need to invest in additional staff or resources; while a larger enterprise could use it to offload incident triage
and investigation processes 24/7, and better focus in-house IT security resources by using EDR for detailed investigation and response.

Misconception: EDR is notorious for generating large numbers of alerts and false positives that IT teams have neither the time nor
resources to action or resolve.

Reality: Modern EDR solutions not only automate many tasks - EDR and/or MDR has the power to take you from a situation where you're
under significant risk of an evasive attack, to one where you have renewed confidence in your endpoint security. Rather than being unsure
about what's happening in your environment, you'll have visibility and control over all your endpoints. And, instead of being reluctant to

upgrade security because of complexity, you'll have a simplified and consolidated solution that helps optimize your resources.

Try our interactive ransomware simulation game to discover how to better
protect your IT infrastructure:



Step 4.

Think about your
use cases

What's the context of the alert?
What actions have been performed on the alert already?

Is the detected threat still active?
Are other hosts under attack?

What path did the attack take?
What's the root cause of the threat?




misconceptions abou!

ust another man

Misconception: MDR is just like any other managed security service (MSS) involving vendor-side management of your IT infrastructure.

Reality: MSSs typically cover a range of general cybersecurity services such as regulatory compliance assessment, technologies like VPNs
and firewalls, penetration testing, offering recommendations etc. Whereas, MDR focuses on advanced detection and rapid response to
new, unknown and evasive threats bypassing automated EPP, through a combination of TTP-based threat hunting, detection and analysis.

y for big companies
Misconception: Because MDR deals with complex sounding capabilities like threat hunting and Indicators of Attack (IoAs), it's only suited
to the needs of major enterprises.

Reality: MDR isn't a one-size-fits-all solution. It provides different capabilities for different kinds of organization. An SMB or low-end
enterprise could use MDR to instantly improve their IT security and protect against evasive threats, while a larger enterprise could use it to
offload incident triage and investigation, and better focus their in-house IT security resources.

>d MDR doesn’

Misconception: Artificial intelligence (Al) and machine learning (ML) have advanced to the point where the use of human experts in MDR
will soon be a thing of the past.

Reality: Al, ML and proprietary IoAs enable automatic processing of large numbers of alerts - automating initial incident triage, minimizing

mean time to detect (MTTD) and respond (MTTR) by significantly increasing MDR analyst throughput, and ensuring continuous protection
against even the most innovative non-malware threats. But for previously unknown or human-driven TTPs that do not result in automatic

detection, managed threat hunting still relies on the painstaking, proactive, hands-on efforts of experienced threat hunters.

difficulttoir

Misconception: MDR is often marketed as providing the capabilities of a 24/7 SOC, so it must be complicated to use.

Reality: As highlighted above, MDR can be used for everything from preventing threats bypassing existing cyber-defenses to providing a
second opinion or freeing up in-house experts to focus on more important tasks. It can do this as an easily implemented turnkey service
delivering dramatic improvements in MTTD and MTTR - and the faster MTTD and MTTR, the less disruption caused by incidents and the
lower the resulting costs.

th MDR your
Misconception: MDR services grind to a halt after incident investigation, leaving clients with technical reports and recommendations to
apply to their systems, and adding even more pressure on IT security resources.

Reality: While this was certainly the case in the past, with modern MDR services you can opt to authorize the provider to respond for
you automatically, initiate recommended response actions yourself (such as isolating the host, moving files to quarantine, removing files,
terminating processes, requesting files from or running a program on the host, IoC scanning etc.), or leverage managed remediation
scenarios which you can pre-approve or manually approve for each alert.

Kaspersky’s Security Operations Center (SOC)
and Global Emergency Response Team (GERT)
have analyzed a year’s worth of security incidents
spanning every sector to develop an unrivalled
shapshot of the threat landscape.

Get access to the reports:




Step 5:

Choose the
protection that best
fits your needs

Many organizations

may not employ anyone
dedicated specifically to IT
security. Some may just be
beginning to build their IT
security department. And
others may already have
fully formed and skilled-up
IT security teams.

Let’'s assume you have limited internal IT security resources, or a small team of one or two security specialists.
Let’s also assume you're trying to decide whether to supplement your EPP with EDR and/or MDR. What kinds of
benefits can you expect and which would be right for you?

If you prefer a more hands-on approach (and your IT team has sufficient IT security skills), EDR can help prevent
business disruption and damage by eliminating the risks posed by new, unknown and evasive threats, and giving
your security personnel the visibility needed for threat investigation, root cause analysis and response.

This can drive cost efficiencies by enabling your security team to work more effectively without having to juggle
multiple tools and consoles, and maximize capacity by automating an extensive array of processes. It also gives
you peace of mind by making it easy to monitor and detect threats, and respond to and prevent attacks.

If you're looking to expand your internal IT security capacity by offloading key detection and response tasks, MDR
can offer advanced, round-the-clock protection from threats that can otherwise bypass automated security
barriers. This can help to empower your business by solving the cybersecurity talent crisis, and supplying all the
major benefits of a 24/7 SOC.

MDR can also drive cost efficiencies by focusing in-house resources on those critical tasks that really demand
your IT or IT security team's involvement, and maximize capacity by leveraging advanced ML models to
significantly increase analyst throughput and minimize MTTR. Plus it can deliver continuous security monitoring
by industry experts, along with automated and managed threat hunting. This includes analysis of complex non-
malware threats, and dangerous, hard to detect threats using legitimate OS tools in attacks.

Combining EDR and MDR, meanwhile, lets you tailor their respective EDR-class capabilities to your particular
needs, for example by outsourcing threat hunting (for which you may not have the required expertise) while
implementing endpoint detection and response capabilities in-house.




40% of organizations will XDR in a nutshell
have deployed an XDR

platform by 2027, up from
5% in 2021

According to IBM’s Cyber
Resilient Organization
Study 2021, 32% of
organizations reported
using 21to 30 individual
security tools in response
to each threat, and 13%
reported using 31 or more
tools.

As aresult of the number
of tools involved, advanced
threats take too long to
identify and contain.

IBM’s Cost of a Data
Breach 2022 report found
the average data breach
took 277 days to detect
and resolve, so a breach
occurring on 1January
wouldn’t be contained until
4 October.



https://www.gartner.com/en/documents/4007995
https://www.ibm.com/resources/guides/cyber-resilient-organization-study/
https://www.ibm.com/resources/guides/cyber-resilient-organization-study/
https://www.ibm.com/resources/guides/cyber-resilient-organization-study/
https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach

|dentifies new, unknown and
evasive threats bypassing
endpoint protection, and
automates routine security
tasks

Offloads threat detection,
threat hunting and incident
investigation, or supplements

Enhances threat visibility

and visualization

Provides advanced detection
mechanisms (e.g. 10C, I0A)
Simplifies root cause analysis
and supports threat hunting

Delivers quick, automated
response

existing measures by delivering
24/7 advanced threat
protection

Delivers continuous expert
protection against even the
most complex and innovative
non-malware threats

_

Enables IT security teams to
work more effectively without
having to juggle multiple tools
and consoles

Automates a vast array of
processes to avoid reliance
on traditional remediation
processes that might resultin
downtime

Makes it easy to monitor
and detect threats, centrally
aggregate forensics data,
and respond to and prevent
attacks

Focuses expensive in-house
resources on those critical
tasks that really demand an T
security team’s involvement
Leverages proprietary machine
learning models to significantly
increase analyst throughput
and reduce MTTD and MTTR

Solves the cybersecurity talent
crisis
Supplies all the major benefits

ofa 24/7 SOC

Tech-conservative, risk-
averse businesses wanting
to add visibility to automatic
protection

Mainstream IT users wanting
to develop incident response
processes

Organizations using IT as a
competitive advantage and
needing to enable experts to
find and neutralize complex
threats

Companies seeking to expand
internal IT security capacity by
offloading key detection and
response tasks

Organizations that might not
have the budget or specialist
staff available to build their own
internal SOC

Proactively detects complex
threats across multiple
infrastructure levels, and
automatically responds to and
counters these threats

Integrates with multiple
security tools, applications
and existing cybersecurity
infrastructure

Monitors data across multiple
sources to detect and
eliminate complex threats

Ecosystem approach maximizes
efficiency of the cybersecurity
tools involved, saves resources
and reduces risk

Simplifies the work of IT security
specialists and gives them the
additional context needed to
investigate multi-vector attacks
Minimizes MTTD and MTTR -
crucial in combating complex
threats and targeted attacks
Provides holistic protection
against the evolving threat
landscape

Organizations with significant
security resources wanting a
single platform delivering:

A coherent picture of what's
happening throughout their
infrastructure

Built-in threat hunting and
threat intelligence

Superior incident prioritization
and fewer false positive alerts



Single platform
integrates multiple
security tools

Unites multiple
telemetry types

Delivers end-to-end
threat visibility

Streamlines and
centralizes data
collection, and
increases efficiency



Accelerates
threat detection,
investigation
and response

Reduces MTTD
and MTTR

Improves threat
hunting

Helps address the
global shortage of IT
security experts

Supports regulatory
compliance and risk
management



Delivers user friendly
management via
a single console

Open and Native
platform options

Cloud and/or on-
premises deployment

Integration with
Zero Trust



Proactively detects complex
threats across multiple
infrastructure levels, and
automatically responds to and
counters these threats

Collects, aggregates, analyzes
and stores log data from
across the [T infrastructure
for use cases including
governance and compliance,
and rule-based correlation
matching for suspicious
activity

Integrates multiple tools and
security applications

Monitors data on endpoints,
networks, clouds, web servers,
mail servers etc. to detect and
eliminate complex threats

Looks for any patterns or
events that might indicate
suspicious behavior, and
generates an alert for the SOC
or IT security team

Ecosystem approach
maximizes efficiency of the
cybersecurity tools involved,
saves resources and reduces
risk

Simplifies the work of IT
security specialists and gives
them the additional context
needed to investigate multi-
vector attacks

Minimizes MTTD and MTTR -
crucial in combating complex
threats and targeted attacks
Provides holistic protection
against the evolving threat
landscape

Huge dataset provided by
SIEM can result in too many
alerts that have to be manually
filtered, processed and
analyzed

Doesn't provide the context
needed to deal with new,
complex or sophisticated
attacks

Passive solution doesn’t
include blocking, quarantining
or response capabilities

Best used in tandem with
proactive investigation and
response solutions like XDR or
SOAR

Ingests data from a variety
of sources across the
infrastructure, including
management systems and
threat intelligence platforms,
and provides priority analysis
Enables security teams to
configure multi-stage, cross-
solution automated responses
to incoming threats

Uses playbooks to automate

a wide range of workflows
such as vulnerability scanning,
log analysis, user access
management, threat triage and
more

Orchestrates multiple
disparate tools and processes
into a larger workflow, collating
all relevant data into a single
platform for consolidated,
actionable information

Maintaining a well-configured
SOAR platform which
integrates with partner tools
requires the ongoing effort of a
highly skilled, mature SOC

Without such skilled, vigilant
maintenance, SOAR analysts
can end up with too many low-
priority alerts, false positives,
and a generally incoherent
dataset as a result of all the
various siloed tools feeding
into the platform - exactly what
they were trying to avoid




Attack mitigation

Insider threat
detection

Cloud and
compliance

Incident
response and
investigation



Complements « EPP
EPP, EDR, SIEM
and more

EDR

SIEM,




In many organizations, Threat intelligence
security analysts spend

more than half their time

sorting out false positives

instead of proactive threat

hunting and response,

leading to significant

increases in detection

times

threat intelligence (Tl)

With an extensive range of providers to choose from, organizations should look for Tl that transforms
understanding of their specific threat landscape - for example through detailed analysis of historical

and emerging threats targeting their particular industry, region or individual enterprise - to improve the
performance of functions such as vulnerability management, threat hunting, incident response and more.

To effectively combine Tl with the security tools, controls and processes an organization already uses
and knows, it should look for delivery methods, integration mechanisms and formats that support smooth
integration of Tl into its existing security operations.

It's also important to identify Tl with global reach. As attacks have no borders, does the vendor source
information globally and collate seemingly disjoined activities into cohesive campaigns, as this kind of
intelligence will help take more appropriate actions?

Organizations looking for more strategic content to inform their long-term security planning should look
for a Tl provider with a proven track record of continuously uncovering and investigating complex threats
in their region and/or industry.

The provider’s ability to tailor its research capabilities to the specifics of the organization is also critical.

Threat intelligence (Tl) is a
constantly evolving resource.
And to be effective, so must
be the internal Tl programs
that utilize it. Benchmark your
current performance with
our interactive Tl assessment
tool and get customized
recommendations for
improvement based on your
responses:



https://www.kaspersky.com/enterprise-security/threat-intelligence
https://go.kaspersky.com/ti_tool_2023.html
https://go.kaspersky.com/ti_tool_2023.html

Security awareness

More than 80% of all
cyber-incidents are caused
by human error



Kaspersky Next EDR Foundations

Kaspersky Next EDR Optimum

Kaspersky Next XDR Expert

Kaspersky MDR

Kaspersky’s Tl

Kaspersky Digital Footprint Intelligence



https://kaspersky.com/next-edr-foundations
https://kaspersky.com/next-edr-optimum
https://www.kaspersky.com/enterprise-security/xdr
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/threat-intelligence
https://dfi.kaspersky.com/

securelist.com
business.kaspersky.com
kaspersky.com/business
kaspersky.com/enterprise

Kaspersky Security Awareness

Kaspersky’s Professional Services

Global Transparency Initiative

Learn more

Learn more

Learn more

https://go.kaspersky.com/next

https://go.kaspersky.com/Kaspersky_Next_
Tool


https://www.kaspersky.com/enterprise-security/security-awareness
https://www.kaspersky.com/enterprise-security/professional-services
https://www.kaspersky.com/about/transparency
https://kaspersky.com/next-edr-optimum
https://kaspersky.com/next-edr-foundations
https://www.kaspersky.com/enterprise-security/xdr %0d
https://go.kaspersky.com/next
https://go.kaspersky.com/Kaspersky_Next_Tool
https://go.kaspersky.com/Kaspersky_Next_Tool
https://securelist.com
https://business.kaspersky.com
https://kaspersky.com/business
https://kaspersky.com/enterprise
https://kaspersky.com
https://kaspersky.com

